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Payment Pages 

1. Configure the extension

1. Sign in to the Magento administration area.
2. Click “Stores” from the options at the admin menu, and then click “Configuration”..
3. On the page that loads, collapse “Sales” tab and then select “Payment Methods” on the left side

menu.
4. After that open “OTHER PAYMENT METHODS” section, scroll down and click the “Configure”

button for “Secure Trading” method, then collapse “ Payment Pages” section.

5. This expands to show two options: “Required settings” and “Optional settings”.

2. Required settings

Click “Required Settings”. This expands to show settings you can configure. 



2.1 Endpoint 

The EU gateway currently has the endpoint as payments.securetrading.net, whereas the US gateway 
will contain the endpoint of payments.securetrading.us. 

2.2 Test environment 

This field helps you to more easily switch between live and test configuration. 

2.3 Site Reference 

You must enter your unique site reference in the “Site Reference” field. 

When setting up the Magento extension for the first time, it is strongly recommended that your test 
site reference (e.g. “test_site12345”) is specified. This allows you to test payments to our test bank to 
ensure your implementation works as expected. 

When you are ready to go live, you change this to be your live site reference (e.g. “site24680”). (see 
section 2.2) 

2.4 Perform Back-Office Operations (recommended) 

Enable Back-Office Operations to handle capture, cancel or refund transaction in Magento Admin. 

2.4.1 Web Services Username 

Enter the webservices username which you had registered to perform Back-Office Operation (see 
section 2.4) 

2.4.2 Web services Password 

Enter the webservices username which you had registered to perform Back-Office Operation (see 
section 2.4) 

Ensure the “Enabled” field is set to “Yes”. 



3. Optional Settings

3.1 Display settings 

3.1.1 Title 

The name of this payment method shown to your customers. 

3.1.2 Description 

The description of this payment method shown to your customers. 

3.1.3 Use Iframe 

Enabling this option will make the Payment Pages load in an HTML iframe element.  Using an iframe in 
combination with parent/child CSS allows you to make it appear as if the Payment Pages are part of 
your own website. 

3.1.4 Iframe Height 

The height of the iframe.  Enter one or more numbers followed by "px" or "%". 

3.1.5 Iframe Width 

The width of the iframe.  Enter one or more numbers followed by "px" or "%". 



3.2 Payment pages version settings 

3.2.1 Version 

The version number is used to change the type of styling used when rendering the Payment Pages. 

If you are using custom CSS and JS, and would like to upgrade from version 1 to version 2, you will need 
to click here and follow the instructions. 

3.2.2 ST Profile 

The ST Profile refers to a set of custom HTML files that will be loaded by the Payment Pages instead of 
the default HTML files used by  Secure Trading.  These HTML file must be uploaded to the MyST File 
Manager.  See the Payment Pages documentation for more information. 

3.2.3 Skip Choice Page 

Enabling this will let your customers select their payment type (Visa etc.) on your website rather than 
on the Payment Pages. 

3.3 Other settings 

3.3.1 Applicable Countries 

This payment method can be enabled for all countries or for a specified subset of countries. 

https://www.securetrading.com/paymentpages/customisation.html


3.3.2 Payment Action 

Enabling authorize only payments will set the settlestatus of the order to 2.  This means the payment 
will be suspended in the Secure Trading system and will not be captured by your acquiring bank. Then 
the Admin have to manually create invoice. 

If Authorize & Capture is set,  you should set value for settle status and settle due date. This means the 
invoice will be created after paying successful.  

3.3.3 Settle status: This is the settle status that will be applied to this transaction. This should normally 
be set to 0. It depends on Payment Action (Authorize & Capture is set). 

3.3.4 Settle Due Date: The settle due date is the day that funds held against your customers' account 
will be acquired. 

4. Cron scheduling

4.1 How cron works 

Cancelling orders older than 3 hours that are still in the “Payment Pages” status. These orders are 
most-likely abandoned and cancelling them releases the stock reserved, allowing purchase by new 
customers. This runs every fifteen minutes. 

And if the pending orders are canceled, they will be added a comment like the below picture: 

4.2 View log 

To view cron log, open Magento_Root_Directory/var/log/securetrading/paymentpage.log file. 

The log file point out that there are how many orders have been cancelled and print their Increment Id. 



5. Perform a test payment

1. Add an item(s) to your cart and proceed to checkout.

2. Register/sign in as appropriate and fill out billing and shipping information.

3. If the extension has been configured correctly, it will appear as a payment option in your store
(name and description dependent on your configuration settings)



4. Select SecureTrading Payment Pages method
5. Confirm your order by clicking “Place Order”.
6. You will now be redirected to the Payment Pages. By default, this will be shown in an iframe

within your Magento store.

If you change iFrame configuration, it is set to No,  you will be redirected directly to 
SecureTrading Payment Pages. 

7. Providing the test card details you entered were for an authorised response, you will be shown
a success message. If you entered declining test card details, an error message will be shown,
and you’ll be allowed to try different payment details.



6. Payment Action Types

1. “Authorize and Capture” – Secure Trading sends a request for payment authorisation, and the
funds will be captured in a subsequent settlement run (normally within 24 hours).

After the customers paid successfully, Invoice will be created, the merchant can refund (create
credit memo). If the funds have not been settled yet, the transaction will be canceled.
Otherwise, it will be refunded.

2. “Authorize only” – Secure Trading sends a request for payment authorisation, but the funds will
not be captured without further action from the merchant.

After the customers paid successfully, the merchant have to click Invoice button to create an
Invoice and send a request to capture the funds.

Moreover, the merchant can cancel/void the order. Then the transaction will be canceled. 



7. Create an Invoice

If the payment action is set to “Authorize Only”, the merchant must create Invoice manually. 

When the merchant create an Invoice, a request will be sent to change the settle status from “2” to “0” 
or “1”.  

1. In Order detail page, click Invoice button.

2. A new invoice page will be loaded, check and edit its information. After that, scroll down to the
bottom, select Capture Online and submit Invoice.

3. Performing this action will allow funds to be captured by the acquiring bank (usually occurs
within 24 hours). Once an invoice has been generated for an order, it is not possible to cancel it.
Instead, you will need to process a “Credit Memo” (refund).

4. Remember that if you don't choose Capture Online, the request will not be sent and then the
transaction will  not  be updated the settle status (It is still suspended).

8. Create an Online Credit Memo

The merchant can create credit memo only when the invoice has been created. 



8.1 Create an Online Credit Memo 

This action will update the transaction in SecureTrading’s system. 

1. When an invoice has been generated, on Order detail page, click Invoices tab in Order View
section.

2. After that, select which invoice you want to refund.

3. When the invoice detail page is shown, click Credit Memo button on the action bar.

4. The merchant will be redirected to a new credit memo page, scroll down and take a look at the
Refund Totals section. The merchant can input the Adjustment Fee for a Partial Refund, if they
don't adjust to this field, it means a Full Refund will be executed.



5. Do not input value for Adjustment Refund, because the total amount should be less than or
equal with the captured amount.

6. Back to Order detail page, scroll down to the Comment section.

If the transaction has not been settled yet, it will be canceled instead of being refunded. And a 
comment will be added to order (We voided the transaction because it has not settled yet.). 

9. Cancel an Order

The merchant can perform this action only when the order has not invoiced (Authorize Only action). 

1. Select an order which has not invoiced.
2. Click Cancel button on the Action bar.



3. Confirm this action.

4. Now the order in Magento and the transaction in SecureTrading’s system have been canceled.

10. MOTO

When the merchant receive order from customer via Mail/Telephone. They have to place order in 
Magento Admin. To start, please follow these steps below: 

1. Login to Admin, go to Sales -> Orders.
2. Click Create New Order button.

3. Select/Create the customer who has sent an order request.
4. Input order information provided by that customer.
5. After adjusting the cart, scroll down to Payment and shipping information section, select

SecureTrading - STPP method.

6. Select Shipping method and submit order.
7. When the order has been submitted, if Use Iframe configuration is enabled, the merchant will

be redirected to Magento Admin page with SecureTrading iFrame. Otherwise, they will be
redirected directly to SecureTrading payment website.



8. After paying successfully, the merchant will be redirected to Order Listing page.

11. Declined Transaction

If your transaction has been declined, a comment will be added to order. . 

 To see the comment, go to Order Detail page, scroll down to the bottom of the page: 
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