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Bayonet’s Bayonet Anti-Fraud module for Magento 2 is the tool we that we developed in order to 

bring our fraud prevention tools to businesses that want to reduce the fraud they are experiencing 

and don’t have the required resources to perform a full implementation of these tools. All this in 

an easy-to-install package, making the tasks of installing, configuring and managing, as simple as 

possible, in this way, it will not matter if the merchant does not have any technical knowledge. 

 

*Note: full implementation refers to the implementation without using a platform like in this case, 

Magento 2; where that implementation is done by the software department of the business 

instead of us. 

 

Throughout this manual, we will cover each feature of the module, explaining in detail the way 

they are implemented.  
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BAYONET ANTI-FRAUD COMPATIBILITY 
The module supports several Magento 2 and PHP versions, in the same way, multiple payment 
gateways are supported for the module features. 
 

Magento 2 versions 

The module supports and has been tested on the following Magento 2 versions: 
 

- 2.1.x 
- 2.2.x 
- 2.3.x 
- 2.4.x up to 2.4.1 (currently the latest release) 

 

PHP versions 

The module supports and has been tested on PHP versions from 5.6 up to 8.0. 
 

Payment gateways 

The module supports and has been tested on the following payment gateways: 
 

- Braintree (credit cards) 
- Conekta (credit cards) 
- Openpay (credit cards) 
- Stripe (credit cards) 
- Mercado Pago 
- PayPal 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



BAYONET ANTI-FRAUD INSTALLATION 
Following the Magento documentation, the installation can be performed in two similar ways, 
even though both are almost the same process, one of them involves “purchasing” the module 
from the Magento Marketplace. 
 

Installation after getting the module from Magento Marketplace 

For this method, the instructions provided in the Magento docs can be followed 
(https://devdocs.magento.com/extensions/install/). 
 

Installation from Packagist package 

This module, besides being available for purchase in the Magento Marketplace, is also available in 
a Packagist package. In this case, a merchant will not have to log in to Magento Marketplace 
unless the installation process asks for their authentication keys. 
 
The first step is to get the package name which, in this case, is ‘bayonetio/bayonet-magento’; this 
is the public name the package has on Packagist. 
 
The next step is to tell to the composer.json file that this package is being installed, for this, the 
merchant will have to first go to their Magento directory root, once being there, they execute the 
following command: 
 

composer require bayonet/bayonet-magento 
 
In this step, a merchant might be asked to enter their authentication keys, for this, they will need 
to log in to Magento Marketplace, once they are logged in, click in their account name and then 
“My Profile” 
 

 
 
In the profile, the selected tab “Marketplace” will contain various categories, in the “My Products” 
category, you will find the “Access Keys” element, which is the one they need to press. 
 

https://devdocs.magento.com/extensions/install/


 
 
The next page will show two tabs, one for Magento 2 and one more for Magento 1, by default, the 
former is selected. Here, a merchant can either get their access key or create a new access key. 
 

 
 
By pressing the “Create A New Access Key” button, a small window will appear for the merchant 
to enter a name for the new Access Key. 
 

 
 
After entering the name for the new Access Key and pressing the ok button. A new Access Key will 
appear in the Access Keys list, this new Access Key is composed by a Public Key and a Private Key; 
when Magento asks the merchant for their Access Keys, the merchant will need to use the Public 
Key and Private Key as Username and Password, respectively. 
 



 
 
After executing the command and, if needed, entering the Access Keys, the composer.json file will 
be updated to be able to install the module. The next command to execute is: 
 

php bin/magento module:enable Bayonet_BayonetAntiFraud --clear-static-content 
 
This will enable the module in the Magento installation, this step makes the module available to 
be processed by the next command: 
 

php bin/magento setup:upgrade 
 
The execution of this command will perform two very important tasks for the module: 
 

Install the module schema 

This will add to the database the specified tables for the module, these tables are as follows: 
 

- bayonet_antifraud_orders 
- bayonet_antifraud_backfill 
- bayonet_antifraud_fingerprint 
- bayonet_antifraud_blocklist 

 

Table for Bayonet Orders (bayonet_antifraud_orders) 

This table will store all the data related to the orders analysed by the module, the columns for this 
table are: 
 

- bayonet_id (integer|not null): primary key for the table. 
- entity_id (text[255]): the ID of the processed order. 
- quote_id (text[40]|not null): the ID of the quote associated to that order. 
- bayonet_tracking_id (text[255]): the ID associated to the analysis performed by Bayonet. 
- consulting_api (integer): can be 0 or 1, indicates whether the consulting API call was 

executed or not. 
- consulting_api_response (text[255]): the resulting response from calling the consulting 

API, includes the response code and the response message. 
- feedback_api (integer): can be 0 or 1, indicates whether the update transaction API call 

was executed or not. 



- feedback_api_response (text[255]): the resulting response from calling the update 
transaction API, includes the response code and the response message. 

- decision (text[255]): the decision retrieved from the consulting process, can be accept, 
review or decline. 

- triggered_rules (text[1000]): the triggered rules that led to the retrieved decision. 
- executed (integer|not null): indicates whether the analysis process was actually executed 

or not for that order (in case the consulting call fails). 
- current_state (text[45]): indicates the current state of the order in the Magento order 

workflow. 
- date_added (timestamp|not null): indicates the date when the order was processed by 

Bayonet. 
 

Table for Historical Backfill (bayonet_antifraud_backfill) 

This table will store the data to manage the historical backfill process for the Magento store, the 
columns for this table are: 
 

- backfill_id (integer|not null): primary key for the table. 
- backfill_status (integer|not null): can be 0 or 1, indicating whether the process has not 

been finished yet or it is already completed, respectively. 
- processed_orders (integer|not null): indicates how many orders have been processed by 

the backfill process. 
- total_orders (integer|not null): indicates how many orders were retrieved from the store 

at the moment the backfill process was started. 
- last_processed_order (text[255]|not null): the ID of the last processed order by the 

backfill process, used in case the process is interrumped and resumed at a later moment, 
this ID would be the starting order. 

- last_backfill_order (text[255]|not null): the ID of the last retrieved order for the backfill 
process, it defines at which order the process must be finished. 

 

Table for Device Fingerprint Tokens (bayonet_antifraud_fingerprint) 

This table will store the device fingerprint tokens associated to a corresponding customer, the 
columns for this table are: 
 

- fingerprint_id (integer|not null): primary key for the table. 
- customer_id (integer|not null): the ID of the customer associated to that token. 
- fingerprint_token (text[255]): the generated token for the customer. 

 

Table for Blocklist/Whitelist (bayonet_antifraud_blocklist) 

This table will store the data regarding the blocklist and whitelist for the module, the columns of 
this table are: 
 

- blocklist_id (integer|not null): primary key for the table. 
- email (text[255]|not null): the email of the customer associated to that blocklist/whitelist 

record. 
- whitelist (integer|not null): the current status for that customer in the whitelist, can be 0 

or 1 for not added and added, respectively. 



- blocklist (integer|not null): the current status for that customer in the blocklist, can be 0 
or 1 for not added and added, respectively. 

- response_code (integer|not null): the response code retrieved from the request to the 
add/remove to/from blocklist/whitelist API endpoint. 

- response_message (text[255]|not null): the response message retrieved from the request 
to the add/remove to/from blocklist/whitelist API endpoint. 

- api_mode (integer|not null): the API mode in which that record will be effective, can be 0 
or 1 for sandbox or live, respectively. 

 

Install the module data 

This will add three configuration records to the core_config_data table, this to add them with 
default values. These configuration records are: 
 

- bayonetantifraud_general/general/api_version: specifies the current Bayonet API version. 
Default value is ‘v2’. 

- bayonetantifraud_general/general/enable: specifices whether the module is enabled for 
analysis or not. Default value is 0 (disabled). 
 

This is what is added to the database when executing this command, after its successful execution, 
the command to enter is: 
 

php bin/magento setup:di:compile 
 
This will recompile the Magento project, after this is finished, the following command has to be 
executed: 
 

php bin/magento setup:static-content:deploy 
 
This will deploy the static files, finally, the last command to execute is the one that cleans the 
cache: 
 

php bin/magento cache:clean 
 
Now the module will is installed in the store with its tables and configuration records added. 
 
 
 
 
 
 
 
 
 
 
 
 
 



BAYONET ANTI-FRAUD CONFIGURATION 
 

Configuration window 

After installing the module, while being logged in the Admin Dashboard, its configuration tab will 
appear in the Stores->Configuration section with the legend “Bayonet Anti-Fraud”, this tab will 
have a drop-down option with the legend “General Configuration” which by pressing it, will show 
the configuration window for the module. 
 

 
 

 
 

 



 
 
The fields included in the configuration window are: 
 
Enabled: this configuration defines whether the module will be active or not, in case you select 
“No”, every placed order in your store will not be analyzed by Bayonet; selecting “Yes”, each 
placed order will be analyzed by Bayonet. It is important to save both production keys before 
activating the module, otherwise, this will not allow to be activated. 
 
API Version: this defines the current Bayonet API version used in the module. This field must not 
be modified unless asked by the developer; the default value is “v2”, currently entering any other 
value will produce an error. 
 
Bayonet Live Key: this key is needed to use the Bayonet API, which is the one that performs the 
analysis of an order in search of potential fraud. In the same way, this key is required to be able to 
activate the module. 
 
Device Fingerprint Live Key: this key is needed to use the Device Fingerprint API, which is the one 
that identifies the device used to place an order, this data is crucial while performing the analysis 
of an order. In the same way, this key is required to be able to activate the module. 
 

Validations 

Each one of these fields has its own validation, these are detailed as follows: 
 
Enabled: when trying to save the configuration, the module will get the current API keys values 
stored in the core_config_data table, then it will check if the current value of the drop-down 
option for this field is 1 (Yes); in case the value is 1 and the pair of API keys is already saved the 
configuration will be successfully saved which means the 
‘bayonetantifraud_general/general/enable’ value in the ‘core_config_data’ will be updated to 1, in 
case none of these conditions are met, the configuration will not be saved and en error message 
will appear indicating the issue, asking the merchant to save the pair of API keys. 
 
API Version: for this field, the module will retrieve the current value entered in the text box, this 
will be concatenated with the consulting API endpoint URL, using the entered value as the API 
version and then a POST request will be performed to that URL; in case the response is valid, 
would mean the entered version is also valid, updating the 
‘bayonetantifraud_general/general/api_version’ value to the entered value, otherwise, an error 
message will appear asking the merchant to check the entered version and try again. 
 
API Keys: the validation for the API keys is the same for both of them, the only difference is 
whether the key corresponds to the Bayonet API or the Device Fingerprint API. The module will 
retrieve the entered value in the key text box, then it will check whether the value is empty or 
different than the ‘**********’ string, in case none of these conditions are met, the next thing to 
check is if the label for that text box includes the ‘Bayonet’ or ‘Fingerprint’ string, if this is true, the 
entered value will be added to a dummy request body to then perform a POST request to the 
corresponding endpoint (Bayonet API or Device Fingerprint API), if the response is valid and it 
includes the expected reason_code, the the corresponding value in the ‘core_config_data’ table 



will be updated to the entered value. Error messages will be shown depending on the API key that 
is being defined as invalid, asking the merchant to verify the key and try again. 
Besides checking if the key is valid, it will also check if no changes were made, in this case, the 
module will retrieve the current value in the database to save it again, this is because when an API 
key is successfully saved, the key will appear redacted with a ‘**********’ string, therefore, trying 
to save the same value again from the text box is not possible. It will also check if a merchant is 
trying to remove an API key while the module is enabled, if this is true, a message will appear 
telling the merchant that an empty value for that API key cannot be saved while the module is 
enabled. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



BAYONET ANTI-FRAUD FEATURES 
 

Historical backfill 

This process is executed to analyze with Bayonet every order that already exists in a store, this to 
help the module to get a better understanding of said store and its customers, and therefore 
having a better performance while analyzing and detecting potential fraud. This is the only process 
that is not executed directly from the Admin Dashboard, instead, this is executed from the 
command line in the server of a store, this is done in order to avoid being an intrusive process and 
not to interfere with the management of the store in the Admin Dashboard. 
 
Executing the next command from a CLI window in a store server after navigating to the Magento 
2 directory root, will display the list of all available commands to execute for Magento: 
 

php bin/magento 
 
In this list, it will appear the one corresponding to Bayonet’s module: 
 

 
 
The procedure to execute the backfill process is as follows, in first instance inside the server of a 
store, a merchant has to open a CLI, once opened, they need to navigate to the location where 
they have their Magento 2 installation, once in the root of their Magento 2 directory (i.e. 
/var/www/html/magento2), they will need to execute the next command: 
 

php bin/magento bayonetantifraud:backfill 
 
The class defined to handle this command will perform several tasks after its execution, which are 
going to be detailed as follows. 
 
First, it will check the current status of the backfill process for the store, this is by retrieving the 
current backfill data from the ‘bayonet_antifraud_backfill’ table; if there are no records in the 
table, that would mean the process has not been started before, therefore, the process will be 
started; if there is a record already in the table, that would mean the process was already started 
previously, in that case, the module will check the current value of the ‘backfill_status’ field, if this 
value is 1, that would mean the process has been already completed, therefore, a CLI message will 
be displayed to the merchant to tell them about it; if the value is 0, that would mean the process 
was started and then interrupted, in this case, the process will be executed. 
 
After deciding whether to execute or not the process, if the decision was the former, the 
execution begins. Once again, the module will check if there are no records in the 
‘bayonet_antifraud_backfill’ table, if this true the module will then retrieve all the orders of the 
store, but only those that were not processed by Bayonet. 
 
For this, the module will first retrieve the IDs of the orders in the ‘bayonet_antifraud_orders’ 
table, having these IDs, depending on the current status of the backfill process, whether it is a new 
execution or is being resumed, the filters will be applied to retrieve the orders for the process. 



Regardless of the process being new or resumed, the first thing to check while applying the filters 
is if the retrieved IDs actually have data and is not empty, in case this is true, the first filter will be 
‘nin’ (not in), this is, get all the orders which IDs are not in those IDs; then if the process is being 
resumed, two additional filters will be added, ‘gt’ (greater value) and ‘lteq’ (less or equal value), 
which are going to act as the from certain ID to another ID, this is to retrieve only the orders that 
were retrieved in the first execution and in this way, avoid any issues while managing the process. 
 
When the process is being executed for the first time, it will save a record in the 
‘bayonet_antifraud_backfill’ table to manage the process, the data inserted is: 
 

- ‘last_backfill_order’: of the retrieved orders, the last ID, which will act as the stopping 
point for the process. 

- ‘total_orders’: the total number of retrieved orders for the process. 
 
After defining the execution mode and retrieving the corresponding orders, the next step is to get 
the necessary data from each of these orders to then elaborate a request body to perform a call to 
the feedback-historical endpoint in the Bayonet API. 
 
For each of the retrieved orders, the module will check if the Bayonet API key exists, in case this is 
false, the command will display a message indicating that the API has been removed and the 
process will finish. 
 
In case there are no issues, then the request body generation will happen using the OrderHelper 
class, executing the ‘generateRequestBody’ function with ‘backfill’ as parameter will generate the 
request body with a format for the backfill process. 
The generated request body can include the following data: 
 

- channel 
- order_id 
- consumer_internal_id 
- consumer_name 
- email 
- telephone 
- billing_address (‘line_1’, ‘line_2’, ‘city’, ‘state’, ‘country’, ‘zip_code') 
- shipping_address (‘line_1’, ‘line_2’, ‘city’, ‘state’, ‘country’, ‘zip_code’) 
- products (array with products, each product has ‘product_id’, ‘product_name’, 

‘product_price’) 
- currency_code 
- transaction_amount 
- transaction_time 
- payment_method 
- payment_gateway 
- card_last_4 (included if payment_method is ‘card’) 
- card_bin (included if payment_method is ‘card’) 
- transaction_status 

 



For the ‘payment_method’ and ‘payment_gateway’ field a mapping is performed, depending on 
the payment information of an order, using the gateway for the mapping, the payment details are 
defined. The gateways currently supported are: 
 

- conekta (credit card) 
- openpay (credit card) 
- braintree (credit card) 
- stripe (credit card) 
- mercado pago 
- paypal 

 
In case the gateway code includes one of these strings ‘cc’, ‘card’, ‘tarjeta’, combined with a 
supported gateway, then the payment details will be generated for the request body. 
 
A similar situation happens with the ‘transaction_status’ field, in this case, the mapping is 
performed for the state of an order; since the states are predefined and are not modified like the 
order statuses, the mapping can be performed with no issues. This is how each state is mapped to 
a valid transaction status for the request body: 
 

- success status: ‘processing’, ‘complete’, ‘closed’ 
- pending status: ‘new’, ‘pending’, ‘pending_payment’, ‘holded’ 
- cancelled: ‘canceled’ 
- suspected_fraud: ‘payment_review’ (in case the associated status includes the ‘fraud’ 

word) 
 
After generating the request body, the Bayonet API key is retrieved from the database and added 
to this request body; with this completed, a POST request is performed to the 
‘feedback_historical’ endpoint of the Bayonet API. 
Once the request is performed, an array is created to update the backfill record in the database, 
this is to keep the process up to date and not lose control of its management, the array includes: 
 

- backfill_id: the ID of the record to know what to update 
- processed_orders: it only adds the current value by 1 
- last_processed_order: the ID or the order currently being processed 

 
The update is performed and then a message is displayed in the CLI window indicating the reason 
code and associated reason message to give feedback to the merchant about the processed order. 
 

Analysis of queue/order being placed 

This is the main feature of the module, where any order that a customer tries to place, if the 
module is enabled, is then analyzed by the consulting endpoint of the Bayonet API. 
 
Before the analysis is performed, another task is executed in the background while a customer is 
in the checkout section, this is the generation of a device fingerprint token. 
The module adds a script to the checkout page, every time a logged in customer goes to the 
checkout page, this script is executed, which performs some validations before trying to generate 
the token. 
 



The script makes use of Plugin and Block classes to perform these validations, this is to make 
customer data available in the context so it can be retrieved from the frontend. The Plugin makes 
available the following customer data: 
 

- customer ID 
- customer name 
- customer email 

 
Then, with the Block class, the one associated to the script in the layout file, the script will be able 
to retrieve the necessary date for these validations. 
In first place, the script needs to check if the module is enabled, if the current value of the enable 
configuration value is 1, then the module is enabled; next is to check whether or not the customer 
is logged in, this is because the generated token must be associated to an existing customer in the 
database, if this is true, then the script will get the actual script for the token generation which is 
served in a CDN, to then execute the initBayonet function. 
 
The initBayonet function will retrieve the current Device Fingerprint API key, if this key is valid, 
then the generation of the token will be performed and once it is generated, a callback function, 
getResponse, will be executed. 
 
The getResponse callback function will first get the ID of the customer to then perform an ajax call 
to the controller class in the server including this ID and the generated token in the request body. 
In the server, the controller class will get the POST data from the ajax call; then it will check if the 
customer has a fingerprint token already set in the database, if this is true, only the token value 
will be updated, otherwise, a new record will be added to the ‘bayonet_antifraud_fingerprint’ 
table. 
 
Once the token is generated and associated to the customer, when the customer tries to place the 
order, the “sales_order_place_before” event will be triggered; at this moment the 
"bayonet_antifraud_order_before_placed" observer is executed. 
 
The observer will first check that: 
 

- the module is enabled 
- the API key is valid 
- the order object is valid 

 
After passing these validations, the request body is generated; the generation of this body is 
almost the same as in the backfill process, with just one difference; this is that when generating a 
request body for a ‘consulting’ call, the helper class will not add the ‘transaction_status’ but will 
add the ‘bayonet_fingerprint_token’. 
The module will check whether or not the customer has a token associated, if this is true, it will be 
added to the request body and will “reset” the token in the database, this is only setting the field 
to null. 
 
Having the request body, the module will add the API key to it, after this, a POST request to the 
‘consulting’ endpoint in the Bayonet API will be performed. 



Regardless of the result of the request, there is data that is added by default to an array to then 
add it to the ‘bayonet_antifraud_orders’ table, this array is modified in the observer depending on 
the response retrieved from the request. 
 
The data added by default is: 
 

- quote_id: the quote associated (since the order is not created yet, the quote_id is used 
instead as ‘order_id’ in the request body) 
 

If the reason_code contained in the response is 0, which means the request had no issues, the 
data appended to the array is: 
 

- bayonet_tracking_id: the ID given by the API to keep track of this transaction 
- consulting_api: the value is set to 1, indicating that the consulting request had no issues 
- decision: the decision retrieved from the analysis (accept, review or decline) 
- triggered_rules: the triggered rules that led to that decision 

 
In case the reason_code is different thant 0, which means the request had issues, the data 
appended to the array is: 
 

- bayonet_tracking_id: null 
- consulting_api: the value is set to 0, indicating that the consulting request had issues 
- decision: null 
- triggered_rules: null 

 
Regardless of the reason_code, as long as the response is valid, both the 
‘consulting_api_response’ and the ‘executed’ keys are appended to the array, setting the former 
to a JSON encoded array including both the reason_code and its reason_message, and the latter to 
1. 
 
At this point, with all the data appended to the array, it is inserted to the database. The last step 
to perform when a valid response is retrieved from the ‘consulting’ request, is to check if the 
decision was ‘declined’, in this case, the module will first add the customer’s email to the 
‘bayonet_antifraud_blocklist’ table, using the email, the remaining fields will be set to their 
defaults. 
 
After adding the customer’s email to the blocklist table, the module will throw an exception in the 
frontend with the message “There was an error processing your order. Please try again later” 
which at the same time, will prevent the order from being placed. 
 
In case the ‘consulting’ request returns an invalid response, the appended data besides the added 
by default is: 
 

- consulting_api: the value is set to 0, indicating that the consulting request had issues 
- executed: the value is set to 0, indicating that the analysis could not be executed. 

 
Also, as long as the request returns a valid response, the module will check if the customer’s email 
is already in the blocklist table to add it in case it is not added yet. 



 

Update transaction 

Whenever an order is commited in the database, the "sales_order_save_commit_after" event is 
triggered, in this event, the "bayonet_order_update_state" observer is executed. 
 
The observer will first check if the order object is valid, if this false, the execution will finish, 
otherwise, the execution will continue. 
 
An array with two keys is created to define the where conditions for the necessary queries to the 
database: 
 

- quote_id: the ID of the quote associated to that order, at this point in the 
‘bayonet_antifraud_orders’ the record for that order does not actually have the its ID, 
therefore, the quote ID must be used 

- decision: in this case the value must be ‘declined’, this is because since a customer might 
try several times to place an order even after being declined, each one of these intents will 
be added to the database so multiple records can have the same quote ID, therefore, the 
only different record, and the most recent would be the one that is not declined 

 
These conditions are used to get the ID of the record and the corresponding Bayonet Tracking ID; 
in case there is not ID for the record, the execution of the Observer will finish, otherwise, the 
module will check if the Bayonet Tracking ID is valid, if the tracking ID is null, that would mean that 
the consulting API had an issue, therefore, the order ID must be added to the record it is 
associated with an actual order in the Admin Dashboard, for this, the record is updated to add it, 
in case the record does not have that field yet. 
 
In case both the record ID and the Bayonet Tracking ID are valid, the module will retrieve the 
current state of the order in the ‘bayonet_antifraud_orders’ table to compare it with the state in 
the Observer; if the state is the same, no actions are performed, otherwise, a POST request is 
made to the ‘update-transaction’ endpoint of the Bayonet API. The request body will contain only 
the Bayonet Tracking ID and the transaction status mapped from the state. 
 
In case the record in the database has no ‘current_state’ value, that would mean the order has just 
been placed, this means the order ID has not been added yet to the record; this is included in the 
array to update the record. The data contained in the array is: 
 

- bayonet_id: the ID of the record to know which one to update 
- current_state: the state of the order in the Observer 
- entity_id: this is only added in case the record has no ‘current_state’ value 
- feedback_api: if the response is valid, the value is 1, since it was successfully executed 
- feedback_api_response: a JSON encoded array including both the reason_code and its 

reason_message 
 
If the response is not valid, the data in the array is as follows: 
 

- bayonet_id: the ID of the record to know which one to update 
- current_state: the state of the order in the Observer 
- entity_id: this is only added in case the record has no ‘current_state’ value 



- feedback_api: if the response is invalid, the value is 0, since there were issues in the 
execution 

 

Bayonet Anti-Fraud result in order details 

The analysis will evaluate the information regarding a specific order and customer, to then give a 
decision, which can be one of the following three; accept, review and decline. 
 
After an order has been analyzed by Bayonet, a merchant can check its result in the details of the 
order in the Admin Dashboard, every order will have an additional tab inside its details, that tab 
will contain information regarding the analysis by Bayonet as shown in the next image. 
 

 
 
This panel includes: 

- Order ID: the ID that is used for that order in the Admin Dashboard, this is different from 
the actual order ID, this is the increment ID, which is the ID used in the Admin Dashboard. 

- Decision: the resulting decision in the consulting by Bayonet. 
o ACCEPTED: the order did not trigger any rules to consider it as a potential fraud. 
o REVIEW: the order is not as safe to give the decision to accept it, but is not as risky 

to decline it right away. In this case, the merchant should decide whether to 
cancel the order or take no actions on it. 

The decline decision will not appear, since when the analysis gives this decision, the 
module will deny the order placement. 

- Bayonet Tracking ID: a unique identifier generated by Bayonet for this transaction in the 
analysis process. 

- API Call Status: includes the data received by the Bayonet API call, which help to know if 
any errors were present making it, the data is composed by a numeric code associated to a 
message. 

- Triggered Rules: this will show the triggered rules to get the decision. It is possible to not 
trigger any rules. 

 

Bayonet Anti-Fraud tabs in back office 

The module’s installation adds two new tabs in the back office, this is located in the side bar, with 
the legend “Bayonet Anti-Fraud”. Selecting this element a drop-down menu will appear showing 
two tabs, “Orders Processed by Bayonet” and “Blocklist/Whitelist”. Selecting one of these tabs, 



will show its content, which is a table with either all the orders of the store that have been 
processed by Bayonet, specifically by the consulting API; or the customers that once having an 
order analyzed by Bayonet, have been added to this table to define whether they are going to be 
put on the blocklist or whitelist. 
 

 
 

Orders processed by Bayonet Anti-Fraud 

All the orders analyzed by Bayonet will be displayed here, specifically by the consulting API. In the 
next image it is shown how this section looks. 
 



 
 
Breaking down its content, at the top there are the column names. 
 

 
 
The columns of this table are: 

- ID: the unique identifier for the Bayonet table in Magento’s database (not confuse with 
the Bayonet Tracking ID). 

- ID of Order: the ID of the order, this is the actual ID of the entity in the database (this can 
be empty for declined queues). 

- Bayonet Tracking ID: the unique identifier generated by Bayonet for this order in the 
analysis process.  

- Decision: the decision given by the analysis process. 
o Accept 
o Review 
o Decline 

- Triggered Rules: the rules that were triggered during the analysis and led to that decision. 
- Created: the date the record was created for this order. 
- View: a link to view the order details in the sales section. 

 
Above the table and the column names, there is a toolbar, in which a merchant can decide the 
columns they want to see in the table, for this they just need to press the “Columns” button and it 
will show a small tab, which includes all the columns of the table, at first, all the columns are 
selected, however, it is possible to unselect some of them as per the merchant requirements, in 
the same way, it has a button to reset the view of the columns, in other words, it selects all the 
columns again in order to show the table as it was by default. 
 



 
 
In the same toolbar there is a drop-down menu that defines how many rows are shown per page, 
at first this value is set to 20 per page, however, the merchant can change the value to any of the 
values in the menu or to a specific value as they need it; the number of pages will be affected by 
the number of rows they have defined to show per page. 

 

 
 

The merchant can also order its rows by any of the columns, except for the column including the 
action button; to do this, they just need to click next to a column name, the downwards arrow will 
do a descending order, while the upwards arrow, will arrange the rows in an ascending order. 
 
The table also has the option to visualize a specific order individually; by pressing on the text in the 
last column of the corresponding row of an order, the merchant will be automatically redirected to 
its details in the “Sales” section. 
 
Only the placed orders will have this option available, the declined queues do not have an 
associated order since no order was placed. 

 

Bayonet Anti-Fraud blocklist/whitelist 

This module has the feature to add a customer’s email to one of two lists, blocklist and whitelist. If 

the email is added to the former, every future order placed by the associated customer will be 

automatically defined with a high risk level, which will deny the order placement, in the same way, 

if the email is added to the latter, every future order of this associated customer will be 

automatically defined with a low risk level. 

 



Clicking on the “Blocklist/Whitelist” option in the Bayonet Anti-Fraud element in the sidebar will 

show a list with at most 20 rows by default. This is how this list looks: 

 

 
 
The columns of this table are: 

- ID: the unique identifier for the table in Magento’s database. 
- ID of Customer: the ID of the customer. 
- Email: the email associated to the customer. 
- Blocklist: the current status for that customer in that list. 
- Whitelist: the current status for that customer in that list. 
- Response Code: this is used to see if while trying to add a customer to one of the two lists, 

an error occurred. 0 means there were no issues, any other number will indicate an issue. 
- Response Message: associated to the response code, will contain descriptive message 

about the response code. 
- Blocklist Action: an action button to either add or remove the current customer to/from 

the blocklist. 
- Whitelist Action: an action button to either add or remove the current customer to/from 

the whitelist. 
 
The list is similar to the orders one in terms of how it is used, however, what a merchant does in 
this list, it is quite different. 
 
Every time a customer places an order, the module will check if the customer’s email has not been 
added yet to this list, this is because in order to add an email to either blocklist or whitelist, a 
customer must have at least one order previously analysed by Bayonet using that email. If the 
email has not been added yet to this list, the module will create a new record for it. 
 
The record will have the blocklist and whitelist values 0 (“Not added”) by default, therefore, both 
of the action buttons will be set for adding. Every time the list is loaded, the module will first get 
the name of the column defined in its layout file, this is to check if it contains either the “block” or 
“white” word to define which action button is being rendered; depending on the column name, 
the module will check the current status of the customer in that list, (i.e. blocklist), if the current 
status is 0, the label of the action button will be “Add to Blocklist”, otherwise, if the current status 
is 1, the label will be “Remove from Blocklist”; in the same way, using the current status, the 
action to be performed by the action button is defined, in case the value is 0, the action button 
will be used to add to the list, otherwise, if the value is 1, it will be used to remove from the list. 
 
The action button will have these parameters that will be sent to the controller in order to 
perform the corresponding action: 
 

- blocklist_id: the primary key for that record in the database to know which one to update 



- customer_id: the ID of the added/removed customer 
- blocklistValue: the current status of the customer in the blocklist 
- whitelistValue: the current status of the customer in the whitelist 
- list: the list that is going to be updated 
- action: as defined by the current status, 0 for add or 1 for remove 

 
Pressing one of these action buttons will display a pop-up dialog asking to confirm whether or not 
the merchant wants to add/remove the customer to/from a list. 
 

 
 
After confirming in the pop-up dialog, a confirmation message will appear and multiple changes 
will be made, these are: 
 

- Change the current status of the selected list (i.e. if added to blocklist, the blocklist value 
will now be “Added”). 

- Change the action button of the selected list (i.e. if added to blocklist, the action button of 
the blocklist will now appear as “Remove from Blocklist”). 

- Response code and response message columns updated with the corresponding data. 
 

 
 

That is what happens in the eyes of the merchant but several validations are performed in the 
controller. 
 
The API key is retrieved from the database and the module checks if the key is valid. Next step is to 
create the request body, which includes: 
 

- api_key 
- email 

 



If the parameters contain a valid value for the blocklist_id, the module will check which list is going 
to be managed, blocklist or whitelist; next thing to check is the action to be performed, which can 
be 0 (remove) or 1 (add). 
 
Since a customer’s email cannot be on both lists at the same time, every time the action to be 
performed is adding, the module will first remove the customer’s email from the other list to then 
add it to the desired list. A POST request is performed to the corresponding API endpoint 
‘'sigma/labels/(list)/remove', where list is the one the customer’s email is being removed from 
(blocklist or whitelist). 
 
If the response is valid and includes a reason_code of 0, the updateListRow function is executed, 
this function has the following parameters: 
 

- blocklistId: the ID of the record in the database, to know which one to update 
- whitelistValue: this can vary, if the customer’s email is being removed from the whitelist, 

this value will be 0, otherwise, it will keep its current value 
- blocklistValue: this can vary, if the customer’s email is being removed from the blocklist, 

this value will be 0, otherwise, it will keep its current value 
- responseCode: the reason_code in the response 
- responseMessage: the reason_message in the response 

 
After the execution of this function, the customer’s email is now added to the desired list, once 
again, a POST request is performed to the corresponding API endpoint ‘'sigma/labels/(list)/add’, 
where list is the one the customer’s email is being added to (blocklist or whitelist). 
 
Having a valid response with a reason_code of 0 will make the module to execute the 
updateListRow again with the same parameters, this time the value of the desired list will be 1, 
which means it is being added to that list. 
 
After this, the list is rendered again and a success message is displayed above the list, also, all the 
changes made are reflected on the list. 
 
In case there is a problem while performing these actions, an error message will be displayed 
instead. 
 
It is important to note that when the action to perform is a removal, only one request will be 
performed, this is because a customer’s email can be removed from both lists, therefore, there is 
no need to do anything before removing a customer’s email from a list, which is different than 
adding a customer’s email to a list, where the customer’s email must be removed from the other 
list before adding it to the desired list. 
 
Just like in the orders list, the merchant can select which columns to show and how many rows are 
shown; in the same way, they can sort the list by any column in either ascending or descending 
order. 
 



Bayonet Anti-Fraud translations 

The module adds translation csv files for its interface, the added file language are spanish for 
Mexico and Spain, the latter file is to have the module translated even if the merchant has an 
es_ES language pack; this because the module is aimed to be distributed mainly in Mexico. 


