
Authorize.Net CIM 
  

Founded in 1996, Authorize.Net now is a subsidiary of Visa Inc. It is one of the leading 

payment gateway service provider. It has been trusted by more than 430,000 merchants, 

handling more than 1 billion transactions and $149 billion in payments every year. With the 

help of Authorize.Net, it is simple for the merchants to accept credit card and electronic check 

payments through their website and over Internet Protocol (IP) connection. It enables payment 

to happen in person, online or over the phone. Its service permits customers to enter credit card 

and shipping information directly onto a web page. Magento 2 supports many third party 

payment methods like: Paypal; Payoneer. But customers have to go to the third party site to 

complete their payment. However with Authorize.Net, an onsite payment gateway for Magento 

2, completes the transaction without leaving the website. 

 

Account & Pricing: 
 

There is no cost for setting up Authorize.Net, but you should have an active account to 

avail the functionalities. Account can be created during extension installation, if you don’t 

have one already, then please Sign up here. Authorize.Net’s standard pricing for Payment 

gateway & Merchant Account is: Monthly Gateway - $25; Per Transaction cost - 30¢ + 

2.9%. Please click here for complete pricing information. 

 

Features 
 

The Authorize.Net CIM extension helps in integrating Authorize.Net's Customer Information 

Manager (CIM) to Magento 2. Authorize.Net CIM takes installment handling to an unheard 

level, by enabling your clients to store their installment information on Authorize.Net's 

protected servers. This gives you and your clients the comfort to put away charge cards, with 

all the security of Authorize.Net. enables us to give you numerous propelled highlights that 

most installment techniques aren't able to do.  

 

The important advantage of this extension is that, it works seamlessly with the Magento’s 

Instant purchase feature.  

 

https://www.authorize.net/
https://www.authorize.net/sign-up/
http://reseller.authorize.net/application/?resellerId=24716


Authorize.Net CIM helps in taking payment processing to a whole new level. They allow your 

customers to store their payment information on Authorize.Net's secure servers. This gives you 

and your customers the convenience to store the credit cards, with all the security of 

Authorize.Net. It allows us to give you many advanced features that most payment methods 

aren't capable of. 

 

The Authorize.Net CIM extension, on customer call or request, admin has an additional facility 

to create quick order in admin panel. This extension allows admin to either select already saved 

card or have an option to save new card to place order. This way you can increase sales and 

turn your one-time customer into a returning and loyal customer. 

 

• Works with Magento’s instant purchase module 

• Secured customer payment using accept.js token  

• Storing payment information is available (Optional)  

• Card Information can be used for order creation both in front & Back end  

• Admin can have an option of choosing either be authorize or authorize and capture.  

• Authorized payments can be captured online during invoice creation.  

• Full and partial refund support when creating credit memos.  

• Supports Multiple Shipping Addresses  

• Supports Magento Instant Purchase 

 

Note: This extension will work only if the site has SSL certificate(https)  

 

Convenient 
 

Stored payment information is good for your business and customers. 

• It simplifies the checkout process 

• It encourages customer loyalty 

• It streamlines order management and order integration 

• It allows the team to quickly process orders and billing changes, without needing 

customers to repeat their credit card information 

• Admin panel can use all the frontend features. Which means an admin can view, add, 

edit, and delete customers' stored cards, and place orders using them. 



• When editing an order the payment info can be reused. This can be done for guest orders 

also. 

 

Trusted 
 

This is an Authorize.Net Certified Solution since 2013. It is also listed in Authorize.Net's 

official certified solutions directory. Our payment modules are used on thousands of Magento 

stores, and our reviews speak for themselves. 

 

Secure 
 

All communication with Authorize.Net is performed with TLS encryption, and no confidential 

cardholder data is ever stored on your own server. A process called Tokenization is used to 

run transactions with stored payment information. This will allow the customer to perform 

payment with a 'saved' card that is not available on the website server at all. 

 

We also support Authorize.Net's proprietary Accept.js API. Accept.js allows credit card 

information to be sent straight from the customers' browsers to Authorize.Net, without 

touching the web server at all. Instead, Authorize.Net gives us a one-time-use token (nonce) 

that refers to it. Since the web server never sees the raw credit card number, it improves the 

website's security and reduces the PCI compliance exposure. 

 

PCI Compliant 
 

PCI compliance is a complex and multifaceted issue, covering every aspect of your business. 

We can't guarantee that your business is PCI-compliant. That depends on your server, policies, 

processes, regular security scans, other payment methods offered, and a lot more. What we can 

tell you is that this extension will not prevent you from being PCI compliant. We don't store or 

log confidential cardholder data, or do anything else that would bring you under scrutiny. 

 

The exact PCI scope of this extension depends on your configuration. 

 

If you enable Accept.js, using this payment method for all credit card transactions may make 

you eligible for PCI Self-Assessment Questionnaire (SAQ) A-EP. 

If you do not enable Accept.js, this payment method falls under the scope of PCI SAQ D. 



For details on the SAQ types and what eligibility means, see "Self-Assessment Questionnaire 

Instructions and Guidelines (3.2)" (PDF, by PCI Standards Security Council). 

 

Installation Steps 
 

Step 1 : Unzip extension Ameex_Authorize.NetCIM.tar.  

 

Step 2 : Upload the file to "app/code/" folder.  

/** If you have a Magento fresh package, then please create code folder in app directory 

**/ 

 

Step 3 : Run the below commands in the Magento root directory via CLI:  

 

Please follow the below steps based on the mode you are in: 

 

a) In the default /developer mode,  

Please go to Magento root directory in command line and execute the below lines:  

sudo chmod -R 777 pub/ var/ generated/  

php bin/magento setup:upgrade 

php bin/magento setup:static-content:deploy  

 

b) In Production mode: 

Please go to Magento root directory in command line and execute the below lines: 

sudo chmod -R 777 pub/ var/ generated/  

php bin/magento setup:upgrade 

php bin/magento setup:di:compile 

php bin/magento setup:static-content:deploy  

 

Step 4 : Give permission for var, pub, generated directory:  

sudo chmod -R 777 pub/ var/ generated/  

 
 

 

 

*** END *** 

https://www.pcisecuritystandards.org/documents/SAQ-InstrGuidelines-v3_2.pdf
https://www.pcisecuritystandards.org/documents/SAQ-InstrGuidelines-v3_2.pdf
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